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Intended audience

This guide is intended to assist students and staff in registering an android device for connectivity to
the campus wifi network namely “Eduroam”.

Disclaimer

The steps in this guide are intended to assist users as best as possible who are using Samsung or
Huawei devices running Android 10 or 11. We have, however noted that even though two devices
may have the same Android version or are made by the same manufacturer they differ slightly in
how you connect to wifi networks which may affect the accuracy of this guide such as the MAC
address randomisation feature which some Huawei phones do not have. In such instances you may
apply logical judgement where possible in selecting the relevant settings and if you are still unable to
successfully register your device then contact IT at help@sun.ac.za and log a request to be assisted
further.
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Getting your device registered and connected to
eduroam using the eduroam configuration assistant
tool.

Step 1: At the Home screen swipe down from the top

Wednesday

SIMay
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Step 2: From the screen that appears below tap and hold on the wifi icon

8:33 all 48% =
ed, 05 May e
Devices Media
[ ) . v

No SIM | Emergency calls only
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Step 3: Tap and hold on RegisterMe until the context menu appears and tap Connect to network.
8:33 Jl = 8:33 il =

< Wi-Fi & < Wi-Fi )

on [ @ On . @

Available networks Available networks
= =
=5 eduroam =5 eduroam
=
“Z5  eduroam1 =  eduroam1
—
5 eduroamdev =  eduroamdev
~— RegisterMe! ~ RegisterMe!
’ Sign-in is required ’ Sign-in is required
RegisterMe!
= =
=  Secure s Secure Connect to network
~ —> .
“Z5  Siemens =  Siemens

)

=5 Macserver's iMac Macserver's iMac

+  Add network +  Add network

[ @ < [ @ <
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Step 4: Tap on Advanced

8:33

< RegisterMe!

Auto reconnect «©

Advanced

I @) <
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Step 5: Tap MAC address type and then select Phone MAC

8:34

< RegisterMe!

Auto reconnect

Advanced

IP settings
DHCP

Proxy

None

Metred network
Detect automatically

MAC address type
Randomised MAC

[ @)
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Step 6: Tap on Connect
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Step 7: You can minimise the screen below if you are presented with it.

8:34 & il -
< Wi

£ :
@ Signin to a Wi-Fi... RegisterMe! "~ °

On @

Current network

o i I
= RegisterMe! o

Sign in to the network.

Available networks

~

=5 eduroam
_—
6

eduroam1

~5 eduroamdev

“Z5  Secure
=5  Siemens
“~5 Macserver's iMac

+  Add network

11 @) <
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Installing the Eduroam CAT tool from the Google Play Store

Step 8: From your device go to the Play Store. This step may differ based on your device. It is the
user’s responsibility to know how to perform this but as a guideline the Play Store App may be
illustrated as outlined in red below.

Note: Newer Huawei devices do not support Google Mobile Services so the Play Store cannot be
accessed — In this instance you will use the Huawei App Gallery, scroll down to page 14 below for
steps to install the Eduroam CAT tool from the Huawei App gallery.
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Step 9: Search the Play Store for “eduroam cat” and tap on the search result that appears as
outlined in red below.

2:41 2l |

& eduroam cat X
H eduroam CAT
Q_  eduroam cat K
Q_  eduroam cat application [N
Q,  eduroam cat app K
Q,  eduroam cat tool N
Q. eduroam cat geant R
© &

11213041561 71819|]0
giwleflrfjtiyjujijolp
afsfidifligihljik]!
Bz [ xfclvib|n{m .

I#1 2 English (US) e

1] @) v R
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Step 10: Tap Install once presented with the below screen. Once installed you can close the Play

Store.
2:41 el B
¢ Q i
eduroam CAT
Sattad GEANT Association
2,8% M+
9 reviews 600 kB Rated for 3+ ® Downloads

¢ Q

Install

ceecee

About this app >

The official configuration tool for eduroam wireless
networks

Tools
Ratings and reviews © >
5 CE—
2,8 :=
9 3
P 2 a»
9 1
@)
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eduroam CAT
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You might also like

Microsoft Outlook  File Manager Adobe Acrobat Cc

51 MB 54 MB Reader: PDF Vie...  N¢
47 MB 2

About this app >

The official configuration tool for eduroam wireless
networks

Tools
2,8% (2] M+
9 reviews 600 kB Rated for 3+ ©® Downloads




Installing the Eduroam CAT tool from the Huawei App Gallery

Step 8: From your Huawei device go to the Huawei App Gallery. This step may differ based on your
device. It is the user’s responsibility to know how to perform this but as a guideline the Huawei App
Gallery may be accessed as illustrated below.

CRo “all Call = ©84% mm) 7:33

NS
X

HUAWEI

L Ap pﬁa"ery

Page 13 of 37



Step 9: In the search field type “eduroam cat” and then tap SEARCH as outlined in red below.

B “all “all ©84% W) 7:33 CBo “all Cal = ©84% mm) 7:35
Featured & | O eduroam cat X SEARCH
S RS Q. Edura
) ¢ % O, EDU Results
TopApps  Campaign Loyalty Top Up

Step 10: From the search results, tap “Get” alongside the eduroam CAT result. You will then be
redirected to a screen as shown to the right below.

o “all “al = © 84% W1 7:35 Do “all “all = ©849% mm17:35

& O eduroam cat X SEARCH Web page oov | 1

geteduroam INSTALL = A, pkpure 8}
6,8 MB - 1K installs

Lonfigure i edursamiElietwaK Home » Apps » Tools » eduroam CAT » Download

Big Airplane Flight.. ©  |NSTALL
64,5 MB - 450K installs Downloading

Alipiane Bllot Cadin eduroam CAT_v1.2.14_apkpure.com.apk (720.6 KB)

i e

How to install APK / XAPK file

Results from Petal Search Hots If the download doesn't start, click here

eduroam CAT GET
Pe R 720.6 KB - apkpure n u n
https://apkpure.com/eduroam-...
More links v

Using APKPure App
Faster, free and saving data!
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You will need to wait a few seconds for a prompt to appear as shown below. Once the prompt
appears tap Download. You should then see the download progress at the bottom of your screen as
shown to the right below. Wait for the download to complete.

all Call = © 84% W) 7:36 “all Call = © 84% W) 7:36

Web page 1us | 1)

A, pkpure Q

Home » Apps » Tools » eduroam CAT » Download

Download

File: eduroam CAT_..._apkpure.com.apk
Size: 0,7 MB

Note: AppGallery is not responsible for
third-party content.

Downloading.

eduroam CAT_v1.2.14_apkpure.com.apk (720.6 KB)

How to install APK / XAPK file

If the download doesn't start, click here

flv]sfuw]o]+

Using APKPure App
Faster, free and saving data!

CANCEL DOWNLOADl d
(i)

eduroam CAT_v...kpure.com.apk
0,05MB/0,7MB 6%

VIEW X
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Once the download completes you will automatically be presented with the below message on
screen. If you are presented with the screen on the right tap SETTINGS

To “al “all = ©84% W1 7:36 R e —
Unknown
From: AppGallery
@ Extracting installation package... -
AppGallery

For your security, your phone is not
allowed to install unknown apps

from this source.

CANCEL | SETTINGS

CANCEL

< O O
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EBe “all Cal & © 84% M) 7:36

Z Install apps from external
sources

vl  AppGallery ()
X
& Version 11.6.1.300

Tap Allow app installs to turn on the feature as shown below. Then tap the back arrow as outlined
below.

Do ““all “all = © 84% ) 7:36

& Install apps from external

Allow app installs

Using apps from unknown sources will leave
your device and personal data more vulnerable to
security threats.
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Tap INSTALL, the installation should take a few minutes. Your device should display a confirmation
message once the installation is complete. To verify if the eduroam CAT tool is installed you can
navigate through your list of apps until you see an icon for the eduroam CAT tool as shown below.

T “all “all B ©84% ) 7:36 o il ©l 2 © 849% [mm) 7:37

N

| HUAWEI
Y

:
eduroam

m eduroamCAT

Do you want to install this
application?

CANCEL | INSTALL
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Step 11: Go back to your Home screen and open a web browser such as Google Chrome as outlined
in red below.

Play;Store
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Step 12: Go to the following web url — https://registerme.sun.ac.za

8:34 % Ziall -
& https://registerme.sun.ac.za (%]
@ SUN BYOD / VLAN Self Service =
https://registerme.sun.ac.za

Q. https

¥ Maps -
https://maps.google.com

ve Gmail
https://accounts.google.com/b/0/AddMai...

ve YouTube <

https://youtube.com

©
©
<

T2 3454671890
giwlefrjtiyfuljifjolp
affsidifjglhjjiky]]!
B z | xc|vib]n|m s

1#1 / EN(US) . .com Go

1 @ N =
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Step 13: Enter your username and password then tap Sign in. (Do not append @sun.ac.za to your
username at this screen). Once signed in, tap the button that indicates your preferred language.

& No internet connection

() @ registerme.sun.ac.za :

Signiin

) ) Gaan voort in Afrikaans
https://registerme.sun.ac.za requires a

username and password.
Username

Username

Password

Proceed in English

Cancel

I#1 2 English (US) . Next

" O N i

I O <
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Step 14: Select the checkbox and click on Confirm.
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& No internet connection

()} @& registerme.sun.ac.za

e(iu roam

]Welcomel |

INo Cost

IMAC address b0:6f:e0:cd:00:12

|Y0u have registered 269 IP address(es)

|
|
|
|

These conditions, as included in this
document, have to be read with and are
subject to the Electronic
Communications Policy (ECP) of
Stellenbosch University available here.
Should there be any requests or
enquiries it can be addressed to the ICT

b . I
Llcxyucom@a airac.2a.

I hereby accept the terms and
conditions of the ECB of Stellenbosch
University

v

1] O




Step 14: Tap the combo box in the Device Type row and select the option that applies to your device.

& No internet connection

{0 @ registerme.sun.ac.za ®

e(iu roam

Welcome Mr
M] Pillay Kies / Choose
(23136928)

MAC address Console
b0:6f:e0:cd:00:12

You have

registered 269
IP address(es) Other

Device Type Kies / Choose v

Serial Number é Phone Android

Click here if your device does not have a seria

Cellular or
h .
e Tablet Android

Choose your
location

Gebou? / Building?

1 @) <
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Step 15: Enter the serial number of your device if available or if not then tap the button below it to
automatically populate this field. It will automatically populate with your US number, if you choose
to use this option then append a few digits to the end to avoid any conflicts should you be
registering multiple devices eg. Append a 00 for your first device then a 01 for your next device and
so forth.

& No internet connection

(3 @ registerme.sun.ac.za O :

etiuroam

Welcome Mr
M] Pillay
(23136928)
No Cost

MAC address
[b0:6f:e0:cd:00:12/
You have

registered 269
IP address(es)

|Device Type Phone Android v

23136928001
Click here if your device does not have a seri

Serial Number

Cellular or
other contact
number

Choose your
location

Gebou? / Building?
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Step 16: You will then need to enter your contact number, choose your location/building that you
are based in and select your room number. See below screen shots summarising this.

& No internet connection

& No internet connection

) @ registerme.sun.ac.za ® i Y @ registerme.sun.ac.za o :
h elill roam & eqjuroam
Welcome Mr Welcome Mr
M] Pillay M] Pillay
(23136928) (23136928)

No Cost No Cost

MAC address IMAC address

b0:6f:e0:¢d:00:12 b0:6f:e0:cd:00:12

You have 'You have

registered 269 registered 269

IP address(es) IP address(es)

Device Type Phone Android v Device Type Phone Android v

23136928001 23136928001

- Serial Number
Serial Number Click here if your device does not have a serial r

Cellular or
other contact 0218084367

Cellular or I
other contact 0218084367

Choose your

Gebou? / Building? location Gebou? / Building?

location

I @] <

. G o
Gebou? / Building? Kamer? / Room?

AANKOPE EN

VOORSIENINGSDIENSTE 0001

ACADEMIA BLOCK 01 0002

ACADEMIA BLOCK 02 0003

ACADEMIA BLOCK 03 0009

ACADEMIA BLOCK 04 0010

ACADEMIA BLOCK 05 1000

ACADEMIA BLOCK 06 1001

ACADEMIA BLOCK 07 1002

ACADEMIA BLOCK 08 1003

ACADEMIA BLOCK 09 1004

ACADEMIA BLOCK 10 1011

c|lj]0oj0o|j]0o|j|0O|O0O|O0|O|OC|OC|0O|®
oO|0ojloj0o|]0|0O®@/O|]O|O|O|O]|O

ACADEMIA BLOCK 11

10113
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Step 17: Supply a hostname then tap Register Me and wait a few seconds after this for the details to
process. If there is a problem with any of the fields in which you entered details then you will be
prompted as to which field you need to rectify. If there’s no issue then wait a few moments for your
details to process after which you will be automatically redirected to the next screen.
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& No internet connection

(> @ registerme.sun.ac.za O :

r

MAC address

b0:6f:e0:cd:00:12

You have
registered 269
IP address(es)

}Device Type

H Phone Android v

Serial Number

23136928001

Click here if your device does not have a serial r

Cellular or
other contact
number

0218084367

Choose your
location

INFORMATION AND COMMUNICATION TECHNC

Choose your
room

1000 v

Supply a
hostname for
your device,
starting with a
letter and
consisting only
of letters, digits

and hyphens

samsung-A80-test

Register Me!

|1



Step 18: At the below screen, Tap on Eduroam Configuration Assistant Tool which is underlined.

& No internet connection

@ ecluroam

ou IP is 10.110.102.145

‘Welcome Mr M]J Pillay (23136928)
No Cost

MAC address bO:6f:e0:cd:00:12

'You have registered 269 1P address(es)

Device Type [ Phone Android +
")J 136928001
Numbe: |
fetial £ | Cllck here if your device does not have a serial number
Cellular or other contact number 0218084367
Choose your location | INFORMATION AND COMMUNICATION TECHNOLOGY BUILDING 7
Choose your room [ 1000
Supply a hostname for your device, starting witha |
letter and consisting only of letters, digits and |samsung aB0-test
hyphens

Your device was
registered successfully

« Download the
Eduroam CAT at
Eduroam
Configuration
Assistant Tool
Forget the eduroam
network

Execute the
downloaded CAT to
properly configure
your device for
eduroam access to
Stellenbosch
University

Connect to eduroam
in order to use the
network.

Use your email address

(Xyz@sun.ac.za) as username!

Alternatively you can
download and install
the following
certificate to do a
manual setup of the
Wireless

Connectioneduroamca

1l O <
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Step 19: You will be automatically redirected to the cat.eduroam.org webpage which automatically
detects your specific operating system. In the below screen it is Android 11, however yours may
differ. Simply click on the button that states the Android version as outlined in red below, then tap
Continue from the menu that appears as outlined in red below.

& No internet connection & No internet connection
) @& cateduroam.org/?idp=2472¢ (@ 3 ()} @ cateduroam.org/?idp=2472¢ (@ 3
CAT was recently upgraded to version 2.0.4. Please report any issues to CAT was recently upgraded to version 2.0.4. Please report any issues to
_
— —
——
eduroam eduroam

Configuration Assistant Tool < 5
4 Configuration Assistant Tool

select another

Stellenbosch University select another

Stellenbosch University

If you encounter problems, then you can obtain direct
assistance from your organisation at:

WWW: http://infoteg.sun.ac.za/netcon/eduroam.htm assistance from your organisation at:
WWW: http:/infoteg.sun.ac.za/netcon/eduroam.htm

If you encounter problems, then you can obtain direct

email: help@sun.ac.za

email: help@sun.ac.za
This entry was last updated at: 2021-05-03 13:49:16 help@sun.ac.za

This entry was last updated at: 2021-05-03 13:49:16

Android 11 and
higher Android 11 and o

higher l

Choose another installer to download

Before you proceed with installation on Android
systems, please make sure that you have installed the

g%_r(.)am m}% GEANT - CO;&;?;’;E: gf;etedl:]roam fappllication. This application is available
. _Notice Communications rpmt ese sites: Mg_!e Play, as local download and
Release CAT- S Nataarc will use the configuration file downloaded from CAT to
2040 etwor Sd create all necessary settings.
GEANT Technology
Association
on behalf of Choose another installer to download
the GEANT
Projects
funded by eduroam eduroam® 20 - European
EU; and CAT - Privacy, EANT Commission
others Full Release CAT- Notice Communications
Copyright 2040 Networks,
and 2011-2019 Content and
GEANT Technology
~ & @ + Association
~ & +
1 O < @
"l O <
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Step 20: Once the download completes tap on Open, outlined in red below.

& No internet connection

(> @& cateduroam.org/?idp=2472¢ (@

CAT was recently uj ed to version 2.0.4. Please report any issues to

etiuroam

Configuration Assistant Tool

select another

Stellenbosch University

If you encounter problems, then you can obtain direct
assistance from your organisation at:
WWW: http://infoteg.sun.ac.za/netcon/eduroam.htm

email: help@sun.ac.za

This entry was last updated at: 2021-05-03 13:49:16

Welcome aboard the eduroam® user community!

Your download will start shortly. In case of
problems with the automatic download please use
this direct link.

Dear user from Stellenbosch University,

we would like to warmly welcome you among the several
million users of eduroam®! From now on, you will be able
to use internet access resources on thousands of
universities, research centres and other places all over the
globe. All of this completely free of charge!

Now that you have downloaded and installed a client
configurator, all you need to do is find an eduroam®
hotspot in your vicinity and enter your user credentials

¥ eduroam-android_recent-Stelle X
nhosch University.eap-config.
Open
- e @ .
] @ <
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Step 21: Tap Install on the screen that appears. Then tap Yes in the subsequent window that
prompts for profile installation.

822 %

w2 Install Configuration File

Configuration File Summary

Provider Name:Stellenbosch University
Description:Stellenbosch University

Authentication Method #1

EAP Method Type: 25/PEAP

Inner EAP Method Type: 26/MSCHAPv2
Authentication Server: eduroam0.sun.ac.za
Authentication Server: eduroam?.sun.ac.za
CA Certificate CN: CN=eduroam.sun.ac.za

Support Information

Install Profile

Email Address:help@sun.ac.za
Phone Number:

Terms of Use: Are you sure you want to install the
Web Address:http://infoteg.sun.ac.za/netcon profile?

/eduroam.htm

No

Discard Install

[ O <
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Step 22: In the username field enter your Stellenbosch University email address (ensure that there
are no spaces in this field), then enter your login password associated with your email account. Then
tap Install. You should see a message stating “Profile installed”

822 %

(w2 eduroamCAT i (w2 eduroamCAT

INSTALL PROFILES STATUS INSTALL PROFILES STATUS

e(iu roam eciu roam

Username: Username: _@sun.ac.za

Password: Password: eesseesssccsee

Installing a profile will replace any existing
eduroam settings

Install
Install

Status:Trying SSID <unknown ssid>

©
<

14213456 )7189)°0

" @) v ot 1l @) <
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Step 23: Close or minimise the Eduroam CAT app and go back to your Home screen and swipe down
from the top of the screen. Then tap and hold the wifi icon until the settings window appears.

8:23 Q Fi.ll 50%m
Wed, 05 May o
QOO O
P s
_ﬁ. o g S e
‘ 1 6 Thu Fri Sat
05/05,8:08am © Devices Media
e ) v

Silent notifications

% Android System

Sign in to a Wi-Fi network
eduroam

Notification settings  Clear

—

Instagram. el) NS

[Feteelsmell WindficeamESKomSeRsh

No SIM | Emergency calls only

] @] <
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& &)

)

)

< Wi-Fi

Current network

eduroam
Sign in to the network.

Available networks

RegisterMe!

Sign-in is required.

eduroam’

Secure

Siemens

eduroamdev

Macserver's iMac

Add network

[ @
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Step 24: Tap the gear icon alongside eduroam. Then tap on Advanced.

8:24 = Q Film

eduroam
=

Sign in to the network.

<

() Network speed 173 Mbps
O security WPA2/WPA3-Enterprise
@ 1P address 10.13.2.74
Auto reconnect «©
Advanced v

Forget

I O <




Step 25: Tap Mac address type and select Phone MAC. Then tap the back arrow at the top left of the

screen.
824 % il m
< eduroam
(%) Network speed 173 Mbps
O Security WPA2/WPA3-Enterprise
@ P address 10.13.2.74

Auto reconnect

Advanced

IP settings
DHCP

Proxy

None

Metred network
Detect automatically

MAC address type
Randomised MAC

MAC address
12:d5:77:b6:3b:5b

Forget

[ @)
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8:24
< eduroam

(7) Network speed

O Security
@ IP address

Auto reconnect

Advanced

IP settings
DHCP

Proxy

None

Metred network
Detect automatically

173 Mbps
WPA2/WPA3-Enterprise

10.13.2.74

«©

Randomised MAC

Phone MAC

IVIAU auuless
12:d5:77:b6:3b:5b

m

Forget

O <



Step 26: At the below screen tap eduroam to connect it if your device has not already connected to
it.

8:24 Jl =

< Wi-Fi =

On «)

Available networks

~— eduroam

i Sign-in is required
~ RegisterMe!
: Sign-in is required
“Z5  eduroam1
“Z5  eduroamdev
=5  Secure
“Z5  Siemens

-5 Macserver’s iMac

+  Add network

[l O <
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Final Step: You should see the below screen verifying that you are connected to eduroam.

Page 36 of 37

8:25 2l m

< Wi-Fi &

5
L)

On @)

Current network

~— eduroam 3
Q=)
Connected

Available networks

~ RegisterMe!

’ Sign-in is required.
=5 eduroamdev
“Z5  Secure
—

~» Siemens

“5 eduroami

+  Add network

1l @) <



Password Changes

Very Important

Password Changes: When your login password does change which is around every 90 days then your
device will need the new password in order to connect to Eduroam again. To do this open up the
eduroam CAT application that was installed in earlier steps. You should see the same window as in
step 22 of this guide. Simply input your email address and new password here and tap Install then

repeat steps 23 to 26 of this guide.
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