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Intended audience

This guide is intended to assist students and staff in registering an android device for connectivity to
the campus wifi network namely “Eduroam”.

Disclaimer

The steps in this guide are intended to assist users as best as possible who are using iOS devices. We
have, however noted that steps may differ slightly among the various iPhone models and iOS
versions in how you connect to wifi networks which may affect the accuracy of this guide. In such
instances you may apply logical judgement where possible in selecting the relevant settings and if

you are still unable to successfully register your device then contact IT at help@sun.ac.za and log a
request to be assisted further.
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Step 1: Select Settings = then select Wi-Fi = then select the information icon alongside RegisterMe!

«l Vodacom 9 86% @ ull Vodacom 11:57 @ 86% @m)

. o m o Settings

Standard/Sta...  Health Settings

wf-f=)

Camera MiWay ¢ Class... FaceTime
((» takealot® a Airplane Mode
Ot oS Wi-Fi Not Connected

ololo

Bluetooth Not Connected

=

Extras  iTunes

24 Mobile Data Off

Personal Hotspot Off

PClips  dPages D iMovie Truecaller

Notifications

2 )

LD} Sounds & Haptics

il Vodacom 11:57 9 86% @m)

< Settings Wi-Fi

Wi-Fi @)

PUBLIC NETWORKS

.))
©

RegisterMe!

OTHER NETWORKS

DIRECT-cc-HP
M227f LaserJet

1))

eduroam a

eduroam1 a

c))

.))
© 0 0 0 ©

eduroamdev a

Macserver's iMac a

9
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Step 2: Turn off Private Addressing as outlined in red below.

ul Vodacom 11:58 @ 86% @m) ul’ Vodacom 11:58 9 S56% @m)
< Wi-Fi RegisterMe! < Wi-Fi RegisterMe!
Join This Network Join This Network
Private Address () Private Address
Wi-Fi Address ~ 4E:D9:7B:CD:2D:2C Wi-Fi Address  60:30:D4:58:34:2B
Using a private address helps reduce tracking Using a private address helps reduce tracking
of your iPhone across different Wi-Fi networks. of your iPhone across different Wi-Fi networks.
IPV4 ADDRESS IPV4 ADDRESS
Configure IP Automatic Configure IP Automatic
DNS DNS
Configure DNS Automatic Configure DNS Automatic
HTTP PROXY HTTP PROXY

~ —~ re L ~rr
~ e -~ r
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You should see something similar to the below.

al Vodacom 11:58 9 86% @m)
< Settings Wi-Fi
RegisterMe!

D))
©

Unsecured Network

OTHER NETWORKS

e 47O
eduroam a = (@)
eduroam? a = ()
eduroamdev a = (@)
Macserver's iMac a = (1)
Secure a = (@)
Siemens a = ()
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Step3: Open Safari browser = In the address bar type https://registerme.sun.ac.za and go to the
site.

a1l Vodacom 11:57 o ] o'/ Vodacom = 3 11:59 9 86% @m)

n Idtps://registerme.sun.ac.zd 4 Cancel
Switch to Tab

Standard/Sta...  Health Settings

- Cannot Open Page
m f registerme.sun.ac.za

Bookmarks and History
Camera & Class... FaceTime

Cannot Open Page

registerme.sun.ac.za
takealot® g

On This Page (no matches)
takealot Files

Find "https://registerme.sun.ac.za"

|\

Extras  iTunes Sto ranslate < Appl...

@7 gwertyuiop

D Clips &> Pages ¢ iMovie Truecaller

[ NS M W N ) N VL S—

® . @ ©

—
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https://registerme.sun.ac.za/

Step 4: Enter your username and password (Do not append .sun.ac.za to the end of your username)
—click Log In = Then select your preferred language by tapping on the relevant button.

a1l Vodacom = 3 11:59 @ 536% @m) al Vodacom = 12:01 86% @m)

AA Log in to website X AA @ registerme.sun.ac.za ¢

Log in to registerme.sun.ac.za

Gaan voort in Afrkaan)
Proceed in English >

Your login information will be
sent securely.

Username

Password

Cancel LogIn

AT
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Step 5: Select the checkbox and tap Confirm.

a1 Vodacom = 12:02 @ 86% @m)
AA @ registerme.sun.ac.za C
e(iuroam

|N0 Cost

|MAC address 60:30:d4:58:34:2b

|Y0u have registered 532 IP address(es)

These conditions, as included in this document,
have to be read with and are subject to the
Electronic Communications Policy (ECP) of
Stellenbosch University available here. Should
there be any requests or enquiries it can be
addressed to the ICT Helpdesk at
help@sun.ac.za.

I hereby accept the terms and conditions of the
ECB of Stellenbosch University

U] confirm! [N
< i [ )
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Step 6: Tap the combo box in the Device Type row and select the option that applies to your

device=> click Done

al Vodacom = 12:05 86% [@m)
& registerme.sun.ac.za

B i

Welcome Mr
C Eckstein
(23439815)
|No Cost

MAC address
60:30:d4:58:34:2b

You have
registered 532 IP

addres%ﬁ\

CH

( Click here if your device does not ha

Serial Number

Cellular or other [ J
contact number

Choose your

location [Gebou? / Building?
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al Vodacom 9 12:05

Q@ 86% @m)

AA & registerme.sun.ac.za &

7

[ress

58:34:2b

1532 IP
5)

pe

V

Console

QOther

'i Kies / Choose ‘

Done

Phone iPhone

Tablet iPad



Step 7: Enter the serial number of your device if available or if not then tap the button below it to
automatically populate this field. It will automatically populate with your US number, if you choose
to use this option then append a few digits to the end to avoid any conflicts should you be
registering multiple devices eg. Append a 00 for your first device then a 01 for your next device and
so forth.

ul Vodacom = 12:06 9 86% @m)

AA @ registerme.sun.ac.za ©

@ eciu roal_n_

No Cost

MAC address
60:30:d4:58:34:2b

You have
registered 532 IP
address(es)

(o )

CCIick here if your device does not have a s¢

Serial Number

Cellular or other [ ]
contact number

Choose your
location

< g [ 1]

( Gebou? / Building?
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Step 8: Step 16: You will then need to enter your contact number, choose your location/building that

you are based in and select your room number. See below screen shots summarising this.

al Vodacom = 12:07 @ 85% =m)
all Vodacom & 12:08 9 85% @m)

AA & registerme.sun.ac.za © .
AA & registerme.sun.ac.za )

7

‘ gq ) Cost
eciuroam AC address

:30:d4:58:34:2b

u have
gistered 532 IP
dress(es)

No Cost 3 T i T
' ) o 5
T vice lype Phone iPhone

60:30:d4:58:34:2b

'You have /\ Done
registered 532 IP
address(es)
Device Type Phone iPhone a
VIERKRKINMIANLAAN OZ (US BESKE
Serial Number
(Click here if your device does not have a serial num| AMEDDIMANI AAN EQ - \/IL L A N/
‘Cellular or other
et 0218089728 M ETANO'A
Ch ! A T TN / |
ocatio) | GeboutiBwiongt | MIRE DE VRIES
< g A
ull Vodacom = 12:08 @ 85% == ol Vodacom & 12:09 @ 85% wm)
AA @ registerme.sun.ac.za © AA @ registerme.sun.ac.za &
(M)
34:2b
i2 1P
0 Cos
MAC address -
60:30:d4:58:34:2b Phone iPhone n
You have
registered 532 IP ( 23439815001 ]
address(es) er
— ( Click hara if vnuir devica dnas nnt |
Device Type -
AN Done

23439815001

Serial Number
( Click here if your device does not ha

Cellular or other

(0218089728 ) z

contact number

Choose your 1026
. (METANOIA

location

2001
oo """ | Ceamert oon B
room amers foom* 2002

< dy ¢« e 1
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Step 9: Supply a hostname then tap Register Me and wait a few seconds after this for the details to
process. If there is a problem with any of the fields in which you entered details then you will be
prompted as to which field you need to rectify. If there’s no issue then wait a few moments for your
details to process after which you will be automatically redirected to the next screen.

«l Vodacom 12:10 g 84% @)
AA @ registerme.sun.ac.za C
[ ]
eduroam

0 Cost

MAC address
60:30:d4:58:34:2b

You have

registered 532 TP

address(es)

Device Type | Phone iPhone |44
23439815001

Serial Number

( Click here if your device does not have a serial number )

Cellular or other
0218089728
contact number

Choose your
. METANOIA
location [ n
A
room
Supply a

hostname for
your device,
starting with a
letter and
consisting only of
letters, digits and
hyphens

| Register Me!

<

MyiPhone-test

oy

Ez
=
O
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Step 10: At the below screen, Tap on Eduroam Configuration Assistant Tool which is underlined.

& No internet connection

@ eJllroam
ou IP is 10.110.102.145

[No Cost
[MAC address 12
You have registered 269 IF address(es)

Device Type Phone Android v
3 123136928001

euie Nowher Click here if your device does not have  serial number

Cellular or other contact number 0218084367

Choose your location INFORMATION AND COMMUNICATION TECHNOLOGY BUILDING v

Choose your room 1000

Supply a hostname for your device, starting witha |

letter and consisting only of letters, digits and |samsung-aB0-test

hyphens

Your device was
registered successfully

« Download the
Eduroam CAT at
Eduroam
Configuration
Assistant Tool
Forget the eduroam
network

Execute the
downloaded CAT to
properly configure
your device for
eduroam access to
Stellenbosch
University

Connect to eduroam
in order to use the
network.

Use your email address

(xyz@sun.ac.za) as username!

Alternatively you can
download and install
the following
certificate to do a
manual setup of the
Wireless

Connectioneduroamca

[ O <
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Step 11: You will be automatically redirected to the cat.eduroam.org webpage which automatically
detects your specific operating system. In the below screen it is an Apple device, however yours may
differ. Simply click on the button that states the Apple device as outlined in red below, then tap
Allow from the menu that appears as outlined in red below.

i Vodacom & 121 @ 83% @) ull Vodacom & 12:11 @ 83% @m)
AA & cat.eduroam.org ¢ AA & cat.eduroam.org e

BJ uroam =

Configuration Assistant Tool

select
another

Stellenbosch

This website is trying to
download a configuration
profile. Do you want to allow
this?

University

If you encounter problems, then you can
obtain direct assistance from your
organisation at:

WWW: http://infoteg.sun.ac.za/netcon/eduro...
email: help@sun.ac.za

This entry was last updated at: 2021-05-03 ...

Ignore Allow
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Step 12: You will receive confirmation that the profile is downloaded. Click Close.
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«al Vodacom 2 1212 9 83% (@m)

AA @ cat.eduroam.org c

University

If you encounter problems, then you can
obtain direct assistance from your
organisation at:

WWW: http://infoteg.sun.ac.za/netcon/eduro...
email: help@sun.ac.za

Profile Downloaded

Review the profile in Settings app if
you want to install it.

Close

aownioaa piease use s airect Ink.

Dear user from Stellenbosch University,

we would like to warmly welcome you
among the several million users of
eduroam®! From now on, you will be able
to use internet access resources on
thousands of universities, research centres
and other places all over the globe. All of

< B M O



Step 13: Go to Settings and tap on Profile downloaded = then tap Install > then tap Next = then
tap Install.

ull Vodacom & 12:13 9 82% @m) al Vodacom & 12:13 @ 82% =B

Cancel Install Profile Install

eduroam®

GEANT Association
Profile Downloaded Verified v/

Network configuration profile
'Stellenbosch University' of
'Stellenbosch University' - provided
by eduroam®

Settings

Airplane Mode

( I Wi-Fi Network
P Certificate
Wi-Fi
More Details
B Bluetooth

Mobile Data
Remove Downloaded Profile

ul Vodacom 7 @ 82% em

ol Vodacom &

Cancel Consent Next Cancel Warning Install

MESSAGE FROM “STELLENBOSCH UNMANAGED ROOT CERTIFICATE

UNIVERSITY" . .

Installing the certificate
Important Notice: your username "eduroam.sun.ac.za" will add it to the
MUST end exactly with '...@sun.ac.za' ! list of trusted certificates on your

iPhone. This certificate will not be
trusted for websites until you enable it
in Certificate Trust Settings.

WI-FI

The network traffic of your iPhone may
be filtered or monitored by a Wi-Fi
proxy.
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Step 14: Tap Install=> Enter your email address in the username field = tap Next = Enter your
password then tap Next

«1 Vodacom & 12:14 9 82% =m ul Vodacom 7 12:15 9 82% =m
Cancel Warning Install Cancel  Enter Username Next
UNMANAGED ROOT CERTIFICATE ENTER YOUR USERNAME FOR THE WI-FI

NETWORK “EDUROAM”
Installing the certificate
"eduroam.sun.ac.za" will add it to the
list of trusted certificates on your
iPhone. This certificate will not be
trusted for websites until you enable it
in Certificate Trust Settings.

Requested by the "eduroam®@"” profile

WI-FI
The network traffic of your iPhone may qwer t y u o) P
be filtered or monitored by a Wi-Fi
proxy. )
asdfgh ] k|
Install
& zZ X CcVvVbnm&
Cancel

123 g space return

ol Vodacom & & 81% wm ull Vodacom

Cancel Enter Password Next Profile Installed Done

ENTER YOUR PASSWORD FOR THE WI-FI

Wi " "
NETWORK “EDUROAM @ eduroam®

Requested by the "eduroam®” profile Signed by GEANT Association

g 2
Verified v/

Network configuration profile
'Stellenbosch University' of
'Stellenbosch University' - provided
by eduroam®

Wi-Fi Network

Certificate

More Details
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Step 15: Close the screen below = then go to Settings = Select Wi-Fi

= : 9 ;
ul Vodacom = 12:17 9 81% =m ll Vodacom = 12:18 o 51% @

< General Profile

Settings

CONFIGURATION PROFILE

eduroam®
® Stellenbosch University

Airplane Mode

Wi-Fi RegisterMe!

00|

Bluetooth Not Connected

Mobile Data Off

Notifications
Sounds & Haptics

Do Not Disturb

e
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Step 16: Tap the information icon alongside RegisterMe! = Tap Forget this network = Tap Forget
ull Vodacom & 12:18 @ 81% @m) il Vodacam 5 12:19 @ 80% @)

< Settings Wi-Fi { Wi-Fi  RegisterMe!

Unsecured Network

Wi-Fi O Open networks provide no security
and expose all network traffic.

RegisterMe! =
Unsecured Network

If this is your Wi-Fi network,
configure the router to use WPA2
MY NETWORKS (AES) or WPA3 security type.

D))
®©

eduroam ] Privacy Warning

Private Wi-Fi address is turned off
for this network.

OTHER NETWORKS &

DIRECT-cc-HP Using a pl’iVate address helpS

M227f LaserJet 8 =D reduce tljacking of‘yo'ur iPhone
across different Wi-Fi networks.

eduroam? &= @ Learn more about recommended settings for
Wi-Fi...

eduroamdev FECNE)
Forget This Network

Secure 8 = (D

Forget Wi-Fi Network
“RegisterMe!” ?

Your device will no longer join this Wi-
Fi network.

Cancel
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Step 17: Tap the information icon alongside eduroam - Tap Private Addressing to turn it off 2 Tap
Rejoin.
al Vodacom & 12:20 8 80% wm) ol Vodacom F 12:20 @ 80% @m )

£ Settings Wi-Fi £ Wi-Fi eduroam

Wi-Fi () Auto-Join
+/ eduroam & ‘=|. @

PUBLIC NETWORKS

| @,
Private Address O

Wi-Fi Address FA:EB:40:71:2D:77

4))
©

RegisterMe!
Using a private address helps reduce tracking

of your iPhone across different Wi-Fi networks.

OTHER NETWORKS '¢
Low Data Mode

DIRECT-cc-HP .
M227f LaserJet &= @ Low Data Mode helps reduce your iPhone data
usage over your mobile network or specific Wi-
Fi networks you select. When Low Data Mode
- is turned on, automatic updates and
eduroam1 a3 @ background tasks, such as Photos syncing, are
paused.
-
eduroamdev "N Vs ADDRESS
Macserver's iMac ") Configure IP Automatic >

To stop using a private
address you need to rejoin
the Wi-Fi network.

Network activity will be temporarily
interrupted.
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Step 18: You should see the below = Tap the back arrow at the top left
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ull Vodacom 12:21 79% @)
< Wi-Fi eduroam
Privacy Warning

Private Wi-Fi address is turned off
for this network.

Using a private address helps
reduce tracking of your iPhone
across different Wi-Fi networks.

Learn more about recommended settings for
Wi-Fi...

Auto-Join ()

Private Address

Wi-Fi Address 60:30:D4:58:34:2B

Using a private address helps reduce tracking
of your iPhone across different Wi-Fi networks.



Step 19: You should see the below which confirms you are now connected to Eduroam. The Privacy
warning is normal.

'/ Vodacom & 12:22 9 79% @m)
< Settings Wi-Fi
eduroam =
Privacy Warning 8% @

PUBLIC NETWORKS

®©

RegisterMe! =

OTHER NETWORKS

VAP O
eduroam1 a = ()
eduroamdev a =)
Macserver's iMac a = (D)
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